
Ascension health system is dealing with a significant
cybersecurity issue. This situation has caused clinic
disruptions, inaccessible electronic health records, and
delayed non-emergency procedures. Federal authorities
and the cybersecurity firm ‘Mandiant’ are helping
Ascension work toward a resolution. Efforts to secure the
network and support those affected are ongoing. Read
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finds success using spearphishing tactics (targeting a
specific person in email, text, or social media) to exploit
them for initial access. The advisory describes the
methods Black Basta uses and offers steps to mitigate
the threat. Read the Advisory here.

Hackers Breach Job Board

Hackers are now targeting job boards across the
Asia-Pacific region, using them to breach personal
data of job seekers and employers. This serious
breach highlights the vulnerabilities in digital
platforms that we often rely on for career
opportunities. The attacks often involve phishing
schemes and malware designed to capture login
credentials and personal information, posing severe
risks to both individuals and organizations. Learn
more about the breach.

https://cyberflorida.org/training/
https://health.wusf.usf.edu/health-news-florida/2024-05-10/cybersecurity-event-at-ascension-health-system-disrupts-clinical-operations
https://www.securityweek.com/third-chrome-zero-day-patched-by-google-within-one-week/
https://www.cisa.gov/sites/default/files/2024-05/aa24-131a-joint-csa-stopransomware-black-basta_1.pdf
https://thehackernews.com/2024/02/hackers-exploit-job-boards-in-apac.html
http://www.constantcontact.com/landing1/vr/home?cc=nge&utm_campaign=nge&rmc=VF21_CPE&utm_medium=VF21_CPE&utm_source=viral&pn=ROVING&nav=6a379a45-5633-4d16-8b45-9cb8291675ac


 

https://www.sentinelone.com/blog/a-cyberwar-on-financial-institutions-why-banks-are-caught-in-the-crosshairs/
https://thehackernews.com/2024/02/hackers-exploit-job-boards-in-apac.html
https://cyberflorida.org/arcs-range/
https://events.govtech.com/Florida-Public-Sector-Cybersecurity-Summit
https://learn.usf-cyber-awareness.org/#/home
https://usfcorporatetraining.catalog.instructure.com/browse/cyber/courses/technical
https://usfcorporatetraining.catalog.instructure.com/browse/cyber/courses/cybersecurity-managerial-training
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https://cyberflorida.org/cybersecureflorida/training-2/
mailto:CyberReady@usf.edu
https://www.linkedin.com/company/cybersecureflorida-training-initiative/about/?viewAsMember=true
https://lp.constantcontactpages.com/sl/cYHWVh7/cyberreadyfl?source_id=6a379a45-5633-4d16-8b45-9cb8291675ac&source_type=em&c=
http://www.constantcontact.com/legal/about-constant-contact
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